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1 Technical Manual IF-4072 
This terminal controller is designed: 
 for operation with an access control and/or time and 

attendance recording system, e.g. Interflex software 
IF-6020 or IF-6040. 

 for connection and control of up to 16 terminals 
(slaves). 

 for recording IN, OUT, absence reason and access 
bookings (times) as well as for storing events that are 
recorded by slave terminals, actuators and inputs. 

 for offline operation. In offline operation, the device 
takes over the functions of the T&A/ Access Control 
program, checking the booking authorization and 
acknowledging it during identification events at slave 
terminals. 

 to control external devices. Two relays switch devices 
up to 30V/2A, e.g. electric door openers. 

 to record sensor statuses. Four digital inputs record the 
status changes of floating sensors. 

Scope of delivery: 
The following is included in the delivery: 
 A terminal controller with 7 terminal strips and 1 cover 

for the USB socket. 
 Please check the completeness and condition of the 

shipment upon receipt. 

 

 

 
 

2 Intended Use 
The terminal controller controls up to 16 slave terminals, switches external devices up to 30V/ 2A and 
records the status changes of sensors. It is designed for fixed installation in dry rooms. Any other use is not 
in accordance with the intended purpose and is therefore not allowed.  
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3 Functional Description 
Terminal controller IF-4072 is used as the connecting link between a maximum of 16 subordinate IF 
terminals and the higher-ranking host system. Terminals used include time and attendance, access control 
or contact terminals of the series IF-8xx or IF-7xx. The higher-ranking host system, on which the time and 
attendance / access control program is installed, provides the IF-4072 with data and processes data. The 
IF-4072 is equipped with various standard interfaces and 3 BUS systems with which it can address up to 16 
terminals.  
In addition to the data interfaces, the terminal controller is also equipped with 4 floating inputs and 2 relay 
outputs for controlling external systems, such as alarm systems or actuators. The contact inputs are used for 
the connection of floating sensors, such as reporting systems for evaluating indicator and counting contacts. 
The functions of the inputs and outputs are configured in the host system. 

 
 

4 Online/Offline Operating Mode 

4.1 Online mode 
In this mode of operation, data is permanently exchanged between the terminal controller and the 
higher-ranking host system. The time recording and access control program on the host system is 
responsible for polling the terminal controller. The terminal controller acknowledges and responds to each 
query either by sending a sign of life or status messages and/or booking data from the terminals connected. 
After receiving the data, the time recording program evaluates it and returns a positive or negative booking 
response, e.g. "access denied", to the controller. From there, the booking response is then forwarded to the 
booking site, where access is either denied or granted. All bookings and events of the terminals connected 
are stored in the terminal controller's RAM. 

4.2 Offline mode 
If data is not exchanged with the higher-ranking system, the terminal controller automatically switches to 
offline mode. It records all bookings and events and autonomously makes decisions based on configured 
conditions. In case of a positive decision, account information or a signal for the activation of an output relay 
is transmitted. If the decision is negative, the reason for the booking rejection is transmitted. All bookings and 
status changes recorded in offline mode are stored in the RAM together with a special remark. The terminal 
controller transfers this data to the higher-ranking host system the next time online mode is enabled again. 
For security reasons, offline mode is not recognizable at the terminal. 
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5 Functional Units 
The terminal controller has two functional units: 

5.1 Controller / control unit 
The terminal controller performs the following tasks: 
 Controls data traffic between the host computer and the IF-XXX terminals connected. 
 Switches to offline mode and maintains operation if, for example, the connection to the host computer is 

lost or the host computer is switched off. 
 Activates output relays after bookings are performed or other conditions are met that are specified in the 

host program/configuration. 
 Manages person records that have booking authorizations. 
 Manages day and week programs. 
 Acknowledges bookings that were recorded in offline mode. 
 Stores all bookings and events, time stamps and locations. 
 Monitors contact inputs and evaluates incoming signals. 

5.2 Interface unit 
The interface unit performs the following tasks: 
 Generates required operating voltages.  
 Converts various interface signals. 
 Activates output relays. 
 

6 Shielded Cables 
To guarantee trouble-free operation, we recommend the use of shielded cables. 
Operation, however, is also possible with unshielded cables. Data-transfer problems must be examined on a 
case-by-case basis. Where necessary, a shielded cable must be used for the corresponding devices. 
 
 

7 Equipment 
The terminal controller is available in the following versions: 

Item Description Item Number Connection of  Bus 1  Bus 2 Bus 3 
IF-4072-16 00-4072-0011 16 slave terminals 6 4 6 

IF-4072-8 00-4072-0012 8 slave terminals 4 4 0 

IF-4072-4 00-4072-0013 4 slave terminals 2 2 0 

IF-4072-2 00-4072-0014 2 slave terminals 2 0 0 

 The item number provides information on the connection and operation of the 
respective slave terminal. A software license is required for the connection of further terminals. An extension 
without a license is not permitted. 
 

7.1 Interface for the connection to a host computer 
Connections to a host computer are possible via: 
 Ethernet 10BaseT/ 100BaseT (automatic setting) 
 2 RS232 with up to 19200 baud for service purposes 
 3 RS485 data cables  
The network connection of the terminal controller conforms to standards. A standard cable or patch cable 
can be used for connection. The two RS232 interfaces and the three RS485 bus cables are connected via 
screw-on terminals. 
 



Allegion 4/19 
 

7.2 Interface for slave terminal connection 
Three RS485 interfaces are available for the connection of slave terminals. A maximum of 8 slave terminals 
can be connected per interface. 
Combined, the three interfaces can address a maximum of 16 terminals. 
 

7.3 Inputs and relays 
Four digital inputs are used for the connection of floating sensors. The inputs can be used as event or 
counting contacts. 
Two relays with NO/NC contacts switch external devices up to 30 V / 2 A, e.g. electric door openers. 
 

7.4 Low-voltage power pack 
The low-voltage power pack is designed for power supply with direct current from 18 V to 30 V and 
alternating current between 18V and 24 V. 
 
For low-voltage operation in conjunction with PoE, use a plug-in power supply unit with 
18 VDC +/- 10% 1A (order number: 41-10063). 
 

7.5 Memory 
A memory of 4096 kByte is used for storing data. The following is stored here: 
 Data for when the terminal controller is in offline mode, such as person records, day programs, week 

programs, terminal groups, etc. 
 Data for the operation of slave terminals, such as key texts, display texts used during identification, door 

opening times, etc. 
 Data recorded from slave terminals, e.g. identification data including booking location, time and type as 

well as event messages from entrances, such as "door open/door closed", are stored in a memory that is 
structured as a ring buffer. 

 

7.6 USB interface 
The USB interface is reserved for future applications. 
 

7.7 Service interface 
The following interfaces are available for service purposes and for configuration: 
 Ethernet. Access is possible via TELNET or SSH connection. 
 RS232 with 115200 baud. 
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8 LEDs and Switches 

 
IF-4072 with LEDs, push-button and switches 
 

8.1 LEDs 
The LEDs indicate the following controller operating states: 

LED STA User Information 
B1 Lights up (can also flicker) Data exchange with slave terminals on BUS 1. 

B2 Lights up (can also flicker) Data exchange with slave terminals on BUS 2. 

B3 Lights up (can also flicker) Data exchange with slave terminals on BUS 3. 

RUN Lights up Application has been started, controller is ready for operation. 

VCC Lights up Operating voltage. 

ACT Lights up Flashes when data is exchanged via network. 

SPE Lights up only with 100 Mb Network speed. LED lights up at 100 Mb ; off at 10 Mb 

 
 

8.2 RST button 
The RST button ends active processes and triggers a reboot (restart). 
 

8.3 CS switch 
The CS switch, also known as cold start switch, is used to delete stored data and set default parameters. 
 

8.4 SW1 switch 
The SW1 switch is used to set the default IP address 172.18.70.52 and temporarily store the previously set 
IP address. 
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9 Screw-on Terminals 

Terminals Connections on the Screw-on Terminal 
Kl.1 Power supply with direct or alternating current 

Kl.4 Data cables with slave terminals 

Kl.5 Floating sensors with NC or NO contacts 

Kl.6 and 7 Electrically switchable devices up to 30V 2A, e.g. electric door openers 

Kl.8 and 9 Devices with COM interfaces. The two COM interfaces are assigned as follows: 
COM1: For an RS232 service connection with 115200 baud / service interface 
COM2: For an RS232 host connection with up to 19200 baud 

 
Signal assignment of the screw-on terminals 
 

9.1 Screw-on terminals 
The pluggable screw-on terminals are suitable for the connection of cable cores (max. 1.5 mm²). 
 

10 Installation 
The device is designed for fixed installation in dry rooms. It is fastened on a DIN mounting rail TS35. 

 Install the terminal controller in a secure place, e.g. in a junction box on mounting 
rails. 
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11 Connection and Modes of Operation 

11.1 Connecting slave terminals 
Up to three RS485 interfaces are available for the connection of slave terminals. 
With the default configuration of the controller you can: 
 00-4072-0011: Connect up to 6 slave terminals to bus 1, up to 4 slave terminals to bus 2 and up to 6 

slave terminals to bus 3. A different distribution among the RS485 interfaces is possible during initial 
operation (see chapter: >Initial Operation<). 

 00-4072-0012: Connect up to 4 slave terminals to bus 1 and up to 4 slave terminals to bus 2. A different 
distribution among the RS 485 interfaces is possible. 

 00-4072-0013: Connect up to 2 slave terminals to bus 1 and up to 2 slave terminals to bus 2. A different 
distribution among the RS 485 interfaces is possible. 

 00-4072-0014: Connect up to 2 slave terminals to bus 1. Distribution between 2 bus interfaces is 
possible during initial operation. 

 
 Always connect a slave terminal with address 1 to bus 1. 

 Terminal controllers powered with 2A power supply units can provide power for two 
slave terminals of the series IF-71x or IF-8xx. Power is supplied via a bus data cable of up to 100 m. For 
technical reasons, power supply to the slave terminals cannot be guaranteed with cable lengths exceeding 
100 m. 
When connecting a terminal with an LAP reader, software version 7.12.3 or higher must be loaded. 
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11.2 Connection diagram with low-voltage power supply unit 
Connect the power supply and the data cables to the terminals (slaves) as shown below. 

 

 Remove jumper BR1 if power is to be supplied via a low-voltage power supply unit. 
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11.3 Jumper settings for power supply 
Operate the terminal controller either with 18 to 24 VDC / 18 to 24 VAC or with PoE devices of power class 
3. Use a PoE-capable device acc. to IEEE 802.3 (power class up to 13 watt). 
Via a jumper, the power supply is either set to low-voltage or PoE. Upon delivery, the jumper is set to 
external power supply (factory setting). 
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11.4 Connection diagram with PoE devices 
For PoE power supply, a PoE-capable device IEE 802.af of power class 3 is required. 

 To comply with the required EMC values, the terminal controller needs a functional 
earth connection. The functional earth connection is established via the PoE device and the patch cable. 

 Check if there is a functional earth connection on the PoE device. 
 Ground PoE devices without a functional earth connection via existing soldering lugs or screw-on 

terminals. 
 Ground the shields of the bus cables via terminal strip KL.4 

 

 
 Connect the PoE device and the data cables to the terminals (slaves) as shown in the figure. 

For low-voltage operation in conjunction with PoE, an 18 VDC +/- 10% 1A plug-in power supply unit must be 
used (Order number: 41-10063). If you prefer using only one external power supply unit, remove jumper 
BR1. 
 

11.5 Connecting the sensors 
Floating sensors with NC or NO contacts can be connected to the four inputs (IN). 

 The terminal controller supports the inputs only after being programmed in the time 
and attendance/access control program. 
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11.6 Connecting the actuators 
An NO or an NC contact can be used for switching devices up to 30 V, 2 A. Outgoing cables can be looped 
at the PAT terminals. 
 

 Use only shielded cables with a maximum length of 100 m for connecting sensors. 
 When connecting external devices, take the switching power, the cable length and the cable resistance 

into account. Use several cable cores to operate more distant devices. 
 Connect the cable shields as shown in the figure to comply with the EMC values. 

 

 
 
Connections to the two relays and four inputs. For a clear overview, sensors only switch inputs IN1 and IN2. 
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11.7 Connecting the host computer to the COM interface 
A host computer with an RS232 interface can be connected to COM2. With this connection, keep in mind the 
characteristics of an RS232, e.g. the limited cable length. 

 Ethernet connection is factory-set. To transmit data using COM2, you must configure 
the serial host connection during initial operation. 

 
COM connection to a host computer 
 

11.8 Connecting service devices to the COM interface 
Dialog devices, such as a computer with Hyper Terminal communication software, can be connected to 
COM1. The following COM settings are required for connection: 
 Baud rate: 115200 
 Data bits: 8 
 Parity: no 
 Stop bit: 1 
 Flow control: None 

 
 Remove the RS232 data cable from Kl.8 after connection termination. 

 

 A readily assembled 1.5 m data cable with a 9-pin SUB D connector is available as 
an accessory part (order no. 75-4070-0001). 
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12 Electrical Wiring 

12.1 For secure, reliable operation, the following must be observed when wiring: 
The specified cable lengths.  
 The specifications indicate the permitted cable lengths that guarantee reliable system function. The bus 

cable length may not exceed 1200 m. For larger distances, an Interflex-approved RS485 repeater must 
be interconnected. 

The cable type.  
 Install only data and control cables with cable shielding, e.g. cable type JY(ST)Y with an anti-static 

shield. 
EMC values.  

 Ground all cable shields as described in order to comply with the specified EMC values. 
Electrical installation standards.  

 The terminal controller may only be operated via electrical systems that comply with current national 
standards, e.g. DIN VDE 0100. 

 
 The slave terminals must be evenly distributed among the RS485 interfaces. This has the advantage 

that not all slave terminals will fail in case of a short circuit or cable damage. 
A slave terminal with address 1 (A) must be connected to bus 1. Data loading cannot be guaranteed if a 
slave terminal is not connected to bus 1. 

 

No.:  Cable Length Recommended Cable 
Type 

1 Low-voltage cable (not required with PoE)  JY(ST)Y 4 x 2x 0.6 mm² 

2 RJ45 patch cable 5 m CAT 3 or higher 

2a RS232 host connection, alternative to Ethernet 20 m JY(ST)Y 4 x 2x 0.6 mm² 

3 RS485 BUS data cable 1,200 m JY(ST)Y 4 x 2x 0.6 mm² 

3a RS485 branch cable from slave terminal to BUS cable 100 m JY(ST)Y 4 x 2x 0.6 mm² 

4 Control cable no data JY(ST)Y 8 x 2x 0.6 mm² 

5 Connection cable to floating sensors 100 m JY(ST)Y 4 x 2x 0.6 mm² 
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13 Danger Due to Electric Current 
 

 

 

Electric shock can cause severe injuries or death. 
De-energize the device. 
Please observe the accident prevention regulations and take all precautionary measures 
to ensure the safe installation of the devices. 

 Connection to power supply voltage and initial operation may therefore only be carried out by people 
trained in electrical engineering. 

 The electrical installation, in which the device is to be operated, must comply with national standards. To 
guarantee trouble-free operation, we recommend carrying out the electrical installation according to the 
principles of a TN-S system, which means using separate neutral and grounding conductors. 

 Secure the power cable with a strain relief. 
 The device must be equipped with an external separator to ensure that the device can be de-energized. 
 The device must be equipped with an external fuse protection with a maximum nominal current of 16 A. 
 

14 Initial Operation 
Controller connections are configured during initial operation. 
 
Please note the following: 
At Interflex, the software for the configuration and indication of device functions is called "OC Task" and the 
commands are called "Commands". 
A connection to OC Task is possible: 
 via TELNET or SSH connection, via the factory-set IP address (see housing label) or the configurable IP 

address 172.18.70.52. 
 via the RS232 service interface, e.g. with a computer and the communication software Hyper-Terminal 

(for information on the connection, please refer to the chapter: Connection to Service Devices). 
OC-Task can be accessed after logging in with root and entering a password. 
The "root@" prompt signalizes readiness to receive commands and data. 
The following input syntax must be observed: 
 Commands are written in lowercase. 
 Options are separated from the command by a blank (space bar) and a minus sign. 
 The command -? lists an overview of possible options. 
 Press ENTER to confirm your command and optional data. 
 To save new data, you must confirm the prompt Write to EEPROM (y/n)? with the y key. 
 Modified data only becomes effective after a "Restart", e.g. after a cold boot. 
 TELNET and SSH connections must be properly terminated after configuration. 
 

14.1 Procedure 
Please proceed in the following order:  
1. Switch on the power supply. 
2. Establish a TELNET connection. 
3. Establish a network connection with the command netpar. 
4. Change the RS485 interface parameters with the command oc –h if the default terminal distribution 

cannot be used. 
5. Change the password with the command passwd. 
6. Check the connections to the slave terminals with the command cfg. 
7. Accept the configured data via a “cold boot”. 
8. After this initial operation, you can set the parameters of the slave terminals in the time and attendance 

recording/access control program and load the required data. 
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Information on steps 1 to 7 can be found below. 
 

14.2 Step 1: Switch on the power supply. 
Once the operating voltage is switched on, the terminal controller: 
 boots the operating system. 
 launches the application. 
 establishes connections to connected slave terminals. 
It may take up to 30 seconds until this start procedure is completed and the terminal controller allows a 
TELNET connection. A TELNET connection is possible as soon as the RUN LED lights up. 
 

14.3 Step 2: Establish a TELNET connection. 
A TELNET connection is usually established via the default IP address. You can find the address on the 
housing label. To perform the configuration, you must first log in. 
 

14.4 Login 
 Access to the console and Linux commands is granted after a login with root and the entry of the 

password Haydnstr (ensure correct spelling). 
 The root@ prompt signalizes readiness to receive commands and data. 
 

14.5 Step 3: Configure the network connection. 
Network connections are set up with the netpar-x command. 

 
With the  oc –o command, you can prevent a TELNET connection. This setting can be found under  4a. 
 

14.6 Step 4: Configure the interfaces and the booking memory. 
The interface settings and the size of the booking memory can be changed with the oc -h command. 
Under bus 1, bus 2 and bus 3, you can set the number of slave terminals for each bus. Please keep in mind 
that the connection of slave terminals depends on the item number (see table). Increasing the number of 
terminals is only allowed after the purchase of a software license. 
 

Item Description Item Number Connection of  Bus 1  Bus 2 Bus 3 
IF-4072-16 00-4072-0011 16 slave terminals 6 4 6 

IF-4072-8 00-4072-0012 8 slave terminals 4 4 0 

IF-4072-4 00-4072-0013 4 slave terminals 2 2 0 

IF-4072-2 00-4072-0014 2 slave terminals 2 0 0 

 
Behind Number of bookings (1000): you can change the size of the booking memory. The default value is 50. 
This setting saves 50,000 bookings. If you want to change it, enter a value between 1 and 500 (1=1,000 
bookings). 
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 The booking memory is structured as a ring buffer. When the memory is full, the 
oldest entry is overwritten. Take the booking behavior of employees into account when making changes. 

 

14.7 Step 4a: Establishing serial and/or SSH connections 
With the oc -o command, you configure: 
 a serial host connection. The TCP/IP process is not started. 
 an SSH connection. The startup of a TELNET process is disabled. 

 Enter TCP/IP: n for a serial host connection upon startup. 
 For an SSH connection, enter TELNET deamon: n upon startup. 

 
 

14.8 Step 5: Change the password. 
You can change the set password with the passwd command.  
Recommendation: Choose an encrypted password. 

 

 Please keep the new password in a safe place. If it is lost, access to the 
service interface is no longer possible. The device must then be returned to the manufacturer to be reset. 
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14.9 Step 6: List slave terminals. 
With the cfg command, you can list the configuration data of slave terminals. 

 
The following provides information on the table columns. 
 B: This column lists the 3 bus interfaces and the terminal distribution, e.g. the default distribution of 6, 4 

and 6 slave terminals. 
 TNo: This column lists the host administration number. The numbers are specified in the time and 

attendance recording/access control program and are only displayed after the data has been loaded. 
 type: This column lists the device type, e.g. slave terminal IF715. 
 HWU: This column lists the hardware version, e.g. the value 2.04 for HCS12 MPU hardware. 
 SWU: This column lists the software version, e.g. version 6.b. 
 read.1: This column lists the first reader type, e.g. PSCR/P for Mifare readers. 
 read.2: This column lists a second reader type, e.g. FIP for slave terminals with fingerprint verification. 
 In/Out: This column lists a configured RS232 interface, e.g. >RKASS< for a cash register. 
 I/O: This column lists the I/O boards of the slave terminals. The characters - + mean: 

-  +  =   First I/O board for door control is ready for operation. 
+ -   =   Second I/O board (I/O extension board) is ready for operation. 
+ +  =   First I/O board and second I/O board are ready for operation. 
-  -   =   Slave terminal is operated without I/O board. 

 

14.10 Step 7: Activating configured data 
A cold boot must be carried out in order for the configured data to become effective. 
The oc -c command executes a cold boot, deletes the memory data and reboots the device. 
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15 Setting Default Values 
With the switches SW1 and CS, you can delete the memory and set the default values. The memory must be 
deleted and the default values must be set: 
 during initial operation. 
 when malfunctions occur that cannot be corrected by other means, e.g. a reboot via the RST button. 

 
 

15.1 Initiating a restart with the RST button 
The RST button ends active processes and triggers a reboot (restart). For a restart, press the button only 
very briefly. It can take up to 30 seconds until the terminal controller is ready for operation and signals this by 
lighting up the RUN LED. 
 

15.2 Setting default parameters 
The CS switch deletes stored data and sets the default parameters. To start the procedure, set the switch to 
the ON position and press the RST button briefly. Set the switch back to the OFF position after the RUN LED 
lights up. It can take up to 30 seconds until the RUN LED lights up. 
 

15.3 Setting the default IP address 
The SW1 switch sets the default IP address 172.18.70.52 and temporarily stores the previously set IP 
address. To start the procedure, set the switch to the ON position and press the RST button briefly. 
To establish a connection via the previous IP address, wait until the RUN LED lights up, then set the switch 
back to the ON position and press the RST button briefly. It can take up to 30 seconds until the RUN LED 
lights up. 

 Set the CS switch and/or SW1 switch back to the OFF position after the 
RUN LED lights up. 
If the switches remain in the ON position, every power failure will delete the memory and set the default IP 
address 172.18.70.52. 
 

16 Maintenance 
Terminal controllers do not require maintenance. 
To ensure smooth operation, we recommend: 
 Every 4 years: A hardware check in compliance with the ordinance on industrial safety and health. 
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17 Technical Specifications 
Power supply  

Low voltage with 18 VDC to 30 VDC, or 
18 VAC to 24 VAC, or 
PoE device IEE 802.af, power class 3. 
For PoE operation in conjunction with low-voltage operation, an 18 
VDC, 1 A plug-in power supply unit is to be used. 

Power consumption 12 VA 

Protection Self-resetting PTC fuse 

Interfaces  

Interfaces to terminals (slaves) 3 RS485 interfaces for max. 16 slave terminals 

Interfaces to host PC 10/ 100Mb Ethernet or RS232 

Service interfaces TELNET, SSH or serial connection with RS232 

Operating status indicators 7 LEDs 

I/O connections 4 digital inputs for floating sensors 
2 relays with a switching power of 30 V, 2 A 

Device Protection  

Protection category III 

Degree of protection IP20 

General Data  

Ambient temperature -25°C to +55°C 

Humidity Max. 95%, non-condensing 

Product safety EN 60950-1 

Compatibility (EMC) EN 61000-6-3/4, EN 61000-6-1/2 

Dimensions 160 x 90 mm x 58 (L x W x H mm) 

Weight Approx. 0.3 kg 

Material PC, UL 94 V-0 

Installation type/ fastening EN60715 TH35 mounting rails (size 9 modules) 

Connections Screw-on terminals, RJ45 for Ethernet 

 
 

18 Disposal 
 

 

Once its service life comes to an end, the device must be disposed of properly as 
electronic waste. The owner can dispose of the device himself or return it to the 
supplier. 

    
Copyright © 2016 Version date: January 13, 2016 

Interflex Datensysteme GmbH & Co. KG  
Zettachring 16,  D-70567 Stuttgart, Germany Tel.: +49 (0711) 1322 0 
Internet E-Mail: interflex.info@allegion.com Websites: www.interflex.de        

 www.allegion.com  
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